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 The report is the output of a RSE-funded project 
on how journalists in Scotland undertake their work 
in the digital age from the point of view of cyber 
security and surveillance impacts.
 This research interviewed ten journalists 
from Scotland, from various beats, locations, and 
employment backgrounds (including freelance, 
editorial, broadcast, etc.) during July and August 
2022. Interviewees were asked about their 
perceptions of cyber security threats, surveillance, 
and their knowledge of cyber security. They were 
also asked about other related issues that affected 
their work, including defamation, harassment, and 
data protection.
 The background literature revealed that while 
digital technology like smart phones makes the 
work of a journalist easier from the perspective 
of information gathering and dissemination, the 
technologies also pose dangers to the integrity of their 
work through the ability of other actors, including 
governments, corporations, and individuals, to 
surveil them and compromise their cyber security. 
The literature also revealed concerns for freedom of 
expression related to other information laws such as 
defamation and data protection
 There was a general familiarity among the 
interviewees with the legislation related to cyber 

Acknowledgements

Executive Summary
security and surveillance, but a limited knowledge  
of it in detail.
 The journalists were aware of the potential 
dangers of surveillance, and were able to cite a 
range of examples, some from their own experience 
of being surveilled and others related to the 
experiences of colleagues within the profession. 
Interviewees’ experiences related to surveillance 
included examples of state and government 
surveillance, corporate surveillance, as well as 
surveillance by private citizens and criminals.
 There was a general consensus among 
interviewees that more could be done to train the 
profession in cyber security and surveillance issues, 
with most training that had been received related 
to generic corporate cyber security issues and not 
focused on the domain of journalism.  This was an 
issue for both freelancers and corporate journalists, 
however the self-reliance necessary for freelancers 
in terms of skills development and keeping up to 
date was particularly evident
 There was also a general consensus around a 
lack of resources both for training and for acquiring 
devices and software to protect against surveillance.
 Other key concerns related to the protection of 
sources, as well as the increasing need to utilise 
social media for dissemination of outputs, putting 

journalists much more in the public eye, which 
sometimes led to surveillance and cyber security 
risks. 
 Another common concern related to the online 
harassment of journalists via social media in 
reaction to stories they published, especially around 
constitutional politics, as well as football-related 
stories involving Glasgow clubs Celtic and Rangers.
 Other issues that were important were 
defamation, which had a large impact on their work, 
and harassment, which did not have as much of an 
influence on editorial decisions, but affected them 
day-to-day, including having an impact on mental 
health.
Recommendations:
1. More ongoing cyber security education and 
support for journalists and media organisations.
2. More legal protection, support and education for 
journalists.
3. More resources and sustainability for the (cyber) 
future of journalism in Scotland.
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also touches Scotland and the UK, with heightening 
tension with Russia over the war in Ukraine a 
prominent issue amid pre-existing allegations of 
cyber attacks on the UK emanating from Russia. All 
of these have an influence on the public debates in 
Scotland and the UK more widely, the legal status 
of media freedom and human rights, and potential 
societal flashpoints which can contribute to cyber 
attacks and online harassment. 
 In this report, we set out the background to 
our research, covering technological innovations 
in journalism, issues with surveillance, how cyber 
security interacts with journalism before giving 
further context on the situation in Scotland and 
the UK. We then proceed to showcasing the main 
findings from our interviews and analysis, starting 
with the awareness and preparedness of Scottish 
journalists – and by extension, media organisations 
– as regards cyber security and surveillance risks. 
We then present how Scottish journalists’ awareness 
and preparedness vis-a-vis cyber security and 
surveillance impacts on them and their practices. 
Drawing on these insights, we have formulated  
a series of recommendations for journalists, 
media institutions, and policymakers as to how  
the relationship between cyber security, surveillance 
and journalism in Scotland can be better calibrated 
in the future, and points for further research  
and inquiry.

 These are the questions which motivate our 
research on journalism and cyber security in 
Scotland. Drawing on research on these themes 
by our colleagues in Australia, Monique Mann and 
Diarmaid Harkin, we extend the scope to Scotland. 
Through interviews with 10 journalists based in 
Scotland carried out in July and August 2022, we 
have attempted to give a picture of the current 
interplay between cyber security, surveillance and 
journalism in Scotland. There is research from other 
parts of the world as regards each of these topics 
– cyber security, surveillance and journalism – but 
very little on the Scottish position, which our work 
aims to remedy. 
 We conducted this research at an important 
socio-political-economic moment for Scotland. 
Our research is timely because of the increased 
use of electronic tools by journalists, augmented by 
the COVID-19 pandemic, which can enhance their 
work but which can also cause them cyber security 
and surveillance vulnerabilities, which can have 
extremely serious consequences given the sensitive 
nature of the work they do. The UK’s exit from the 
EU (‘Brexit’), and relationship with Europe more 
generally, continues to cast a long shadow over law 
and policy, in relevant areas such as data protection 
and human rights. Ongoing questions arise about the 
relationship between Scotland and the rest of the UK, 
with a possible second independence referendum 
occurring in 2023. Furthermore, global geopolitics 

How do journalists 
protect themselves in 
the digital age? What 
do they see as threats 
to their cyber security? 
How do they navigate 
the landscape of 
surveillance laws?

Introduction

Introduction
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“ They’ve got so 
much money 
and power  
and friends  
in high places 
in government 
that I don’t 
know what  
we can do 
about it.” 

“ So I’ve not had the 
same experience 
as some female 
colleagues, for 
example, if you 
have hundreds  
and hundreds  
of people just 
sending horrible 
things to them.” 

“ There’s a lot of PR 
companies and 
communications 
who are certainly 
watching.”

“ I think the human 
interaction part 
of this is the most 
important bit, and if 
you go to the court 
and you cover a 
paedophile case, the 
paedophile is not 
going to like you…  
is going to potentially 
do something bad  
to you.”

“ People are quite 
easily triggered by 
these things, and 
they tend to jump 
at your throat at 
any opportunity” 

Introduction
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 Journalism like all other sectors has incorporated 
the use of digital technologies in recent years. A 
major contemporary development in journalism 
is the use of smartphones, allowing for journalists 
to easily upload photos and information on the go 
(see Salzmann et al., 2021). There is also a move to 
more online and multimedia, multi-platform types 
of journalism, with journalists with social media 
knowledge being particularly sought after (Larrondo 
Ureta & Peña Fernández, 2018). 
 These technologies, however, can also be tools 
for monitoring and data collection (Salzmann et al., 
2021). A lot of the surveillance apparatus that can be 
applied to the smartphone (data harvesting, hacking 
into camera apertures) are not journalist-specific – 
it can happen to anyone – but journalists must take 
extra caution to protect sources, colleagues, etc. 
(Salzmann et al., 2021). Prior to the use of digital 
technologies and platforms, it was much easier to 
protect sources, as there was no digital trail to be left 
or indeed picked up upon (Lee & Heinrichs, 2019). 

 Surveillance is a concern for many journalists: 
interviews with journalists and media experts across 
the globe found that journalists are subject to both 
electronic and physical surveillance, that such 
surveillance puts them under pressure and stress, 
makes them question or less likely to write on 
certain topics, and on a larger scale, affect the public 
discussion on governments (Mills, 2019). 
 Chilling effects - the idea that a behaviour 
may be altered due to fear of being observed or 
discovered - are commonly recognised for the 
journalism profession vis-a-vis surveillance, but they 
can also apply to anyone utilising their freedom of 
expression (Bernal, 2016; Laudrain, 2019). Studies of 
writers by PEN in the US and Scotland have found 
concern about government surveillance, which led 
them to engaging in self-protective behaviours such 
as changing Internet conduct (PEN America, 2013; 
Williams et al, 2018). Journalists may view themselves 
as a category particularly at risk of government 
surveillance (e.g. Pew Research Center & Columbia 
University’s Tow Center for Digital Journalism, 2015), 

Background: Cyber security,  
surveillance and journalism

Our research takes place in the 
context of a number of themes 
and developments for digital 
technologies, journalism and 
law both in Scotland, the UK 
and internationally. Here we set 
out the most important themes 
which form the backdrop to 
our work, namely technological 
innovations, surveillance, cyber 
security, and the specific context 
of Scotland in the UK along with 
relevant legislation, before 
describing the methods we used 
to conduct our interviews with 
journalists in Scotland.

Technological innovations in journalism

Surveillance

 Social media, both to promote and discover 
content, is increasingly being used by news 
organisations, and journalists are often expected 
to use Twitter and other social media platforms in 
their work (Hermida, 2013; Nelson, 2021; Perreault 
& Ferrucci, 2020). A survey of journalists across 
four European countries found that the vast majority 
of them used social media for their work, with UK 
journalists using the most types of social media 
tools the most frequently and being the most positive 
about this usage (Gulyas, 2013). Yet such usage 
brings with it potential harassment, accusations of 
bias, and other such difficulties (Nelson, 2021). A 
survey of journalists in the US suggests that whilst 
technological innovation is seen as being important 
to cement the future of journalism, journalists 
themselves see more traditional journalistic practice 
as fundamental to their role, and use digital training 
and upskilling to ensure employability rather than 
actually finding these innovations important for 
themselves as such (Min & Fink, 2021). 

and many are resigned to the fact or possibility of 
such surveillance. Yet, this surveillance, whether 
actual or potential, does not necessarily stop them 
from pursuing certain stories.
 As well as state surveillance, potential 
surveillance attempts by private companies, or 
private companies’ products and services that are 
used by state apparatus are also risks for journalists. 
Spyware such as Pegasus was created by a private 
firm, NSO, and sold to governments. Pegasus can be 
downloaded onto a target’s phone without the user 
being made aware, or even having to install or agree 
to any software being installed (Forbidden Stories, 
2021; Marczak et al., 2021). Targets for this spyware 
have included journalists from various countries 
including the UK (although so far not in Scotland). 
Investigative journalists must be particularly wary of 
such software, considering the types of issues they 
report on (Di Salvo, 2021b), such as topics of political 
sensitivity, corruption, human rights, etc. (e.g. 
Forbidden Stories, 2021; Scott-Railton et al., 2022; 
Al-Maskati et al., 2022). It shows how even when 

deploying appropriate security measures, spyware 
such as Pegasus can render such measures futile 
(Di Salvo, 2021b).
 Another challenge journalists face when 
reporting, particularly on scandals or sensitive 
topics, is the threat to freedom of expression, 
including lawsuits, such as defamation, as well 
as more physically violent threats. Such lawsuits 
are sometimes called SLAPPs (Strategic lawsuits 
against public participation) as they are pursued with 
the intention to coerce or intimidate journalists into 
quitting pursual of an investigation, or publishing 
information about individuals or organisations 
(CASE, 2022; Ní Mhainín, 2021; Ministry of  
Justice, 2022b). 

Background: Cyber security, surveillance and journalism
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 Cyber security and resilience involve how 
people navigate the online world, and how they use 
applications such as social media and how they 
protect themselves from threats such as online 
abuse, harassment, stalking, and other types of 
cyber crime. 
 Information or cyber security was not of major 
importance to journalists prior to 2015, but instead 
gained prominence particularly after the Snowden 
revelations and via other groups such as hacktivists 
(Di Salvo, 2021a: 447). Tools such as SecureDrop 
and Globaleaks have been developed for secure 
communication with journalists. Other tools for 
information security include outsourcing, such as 
using trusted outside organisations such as the 
International Center for Investigative Journalists 
(ICIJ) to become the source of documents and other 
materials (Posetti, 2018). Smartphone providers 
have also started developing tools to protect against 
cyber attacks: Apple is launching a ‘Lockdown Mode’ 
feature in late 2022 to help protect users against 
spyware such as Pegasus by strictly limiting and 
disabling smartphone facilities when it is switched 
on (Apple, 2022).
 Journalists hold a range of views and skills 
regarding cyber and information security, variable by 
beat, location, and employment type. A study in the 
US found that journalists:
•  had differing views on information security, with 

many tending to believe they only really need to 
be well equipped if they are covering a story that 
may attract state attention;

•  were most concerned with protecting themselves, 
their role, and their story, rather than their 
source, as a motivation for equipping cyber 
security measures;

Cyber security
•  used a range of old and new security practices 

such as using encrypted communication apps 
but also avoiding technology when meeting in 
person (Henrichsen, 2020).

 Other challenges for journalists using cyber and 
information security measures include the hassle 
of learning and using security technologies along 
with an ambivalence as to their ultimate usefulness. 
The nature of the threat may not be clear: a study 
of journalists and the Internet of Things (IoT) found 
that journalists are generally unaware of the threats 
posed by the IoT and do not sufficiently protect 
themselves from such risks, with a recommendation 
for journalists to be more informed (Shere et al., 
2020). Interviews with investigative journalists in 
Canada found that the capacity to mount protection 
was affected by employment status, variable beats, 
working in teams, and underestimating the cyber 
security risk, which limited some, and put others at 
risk (Crete-Nishihata et al., 2020). It was noted that 
there should be an information security culture for 
variable beats and employment (Crete-Nishihata et 
al., 2020).
 There is also a mixed security culture in media 
institutions. A survey of US investigative journalists 
by PEW Research Center found that 54% stated that 
they received no instruction regarding electronic 
security from journalist associations, or academic 
institutions. Another study by Bradshaw (2017) of 
UK regional newspapers found that they were not 

adapting to developments in surveillance practice, 
such as the Regulation of Investigatory Powers Act 
(RIPA), which came into effect in 2000. Journalists 
were not aware of what employer protection was in 
place and there was a reactive rather than proactive 
approach to source protection. There was also little 
in the way of advice or policy in how to use IT securely 
from organisations (Bradshaw, 2017). 
 Media organisations themselves do not always 
have the resources required to set up appropriate 
information security protocols (Henrichsen, 2020). 
Henrichsen found that whilst newsrooms were 
starting to implement tools such as SecureDrop, 
there remained a lack of security culture within 
newsrooms, with security often being seen as 
an individual, rather than an institutional issue. 
However, when security practices were implemented 
(such as SecureDrop) others often followed. As well 
as this, certain individuals in newsrooms were rising 
up as ‘security champions’ in order to “build security 
cultures from the ground up” (Henrichsen, 2021: 
1). As Lee and Heinrichs note however, even when 
using platforms such as SecureDrop, journalists are 
only able to take care of their side of the security 
equation: “when they [the source] have another 
question they just send an e-mail, which leaves lots 
of records.”(Lee & Heinrichs, 2019: 811) As well as 
this, information security tools can be difficult to 
learn about and use, for both journalists and their 
sources (Waters, 2018). 

Cyber security is 
defined by the UK’s 
National Cyber 
Security Centre (NCSC) 
as “how individuals 
and organisations 
reduce the risk of 
cyber attack”.  
–  National Cyber Security 

Centre (2022)

Background: Cyber security, surveillance and journalism
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The context in the UK and Scotland
McKee, whilst covering civil unrest in Derry, Northern 
Ireland, causing the UK to drop down the World Press 
Freedom Index in 2020 (Waterson, 2020). Journalists 
reporting on the issues in Northern Ireland, including 
paramilitary organisations, are potentially at risk 
(Reporters Without Borders, 2022). Chief reporter for 
a local newspaper in Barrow-in-Furness, England, 
Amy Fenton received more than 100 threats against 
her and her family after reporting on criminal cases, 
and had to leave the county of Cumbria for her own 
protection (Pidd, 2020). In Scotland, journalists 
covering football and sectarianism associated with 
Glasgow football teams Celtic and Rangers have 
been subjected to online abuse and threats. A notable 
example is that of Angela Haggerty, a journalist of 
Irish Catholic heritage, who has been subjected to a 
sustained campaign of abuse and harassment, and 
was dismissed from her role at the Sunday Herald 
after publicly supporting Graham Spiers, a sports 
journalist who left the Herald after being threatened 
with legal action (presumably defamation) vis-a-vis 
one of his columns critical of Rangers not doing 
enough to address sectarian chants among its fans 
(Small, 2016).
 A prominent and ongoing saga which concern 
media freedom and digital technologies is that of 
Julian Assange, WikiLeaks founder, and the attempt 
to extradite him from the UK to the US for publishing 
classified information from diplomatic cables and 

 Looking specifically to the UK and Scotland 
within it, matters of cyber security, surveillance 
and journalism rose to the fore with the Snowden 
revelations and their fallout since 2013, especially 
as the UK is among the Five Eyes surveillance 
partnership whose existence and activities Edward 
Snowden revealed. The UK dropped several places 
in the annual Freedom of the Press report published 
by NGO Freedom House, due to a crackdown on 
journalists at The Guardian newspaper, including 
legal threats, destruction of hard drives, and detaining 
partners of journalists who broke the Snowden story 
using the Terrorism Act 2000 (Haddou & MacAskill, 
2014; Karlekar & Dunham, 2014). 
 More recently, in Northern Ireland, police raids on 
two investigative reporters, Trevor Birney and Barry 
McCaffrey, covering the Loughinisland massacre 
were subsequently found to have inappropriately 
obtained warrants (Waterson, 2019). As well as the 
intimidation of journalists, such actions have been 
noted as being possible methods of undermining 
whistle-blowers, and preventing cases of potential 
misconduct being uncovered (BBC News, 2019).
 Potential threats to journalists in the UK include 
death threats, harassment and abuse over social 
media, and other such websites (International 
Federation of Journalists, 2021; Syal, 2021). Recently, 
journalist safety in the UK has been of particular 
concern, such as the death of the journalist Lyra 

military reports from the Iraq and Afghanistan wars, 
and for allegedly recruiting hackers to hack into 
government and corporate entities (Chappell, 2022). 
Various commentators and organisations in both 
the US and UK have expressed concerns about the 
broader implications of such an extradition for press 
freedom and the use of the US Espionage Act 1917 
against Assange (Davis, 2022).
 A growing issue for media organisations is the 
threat of cyber attacks from a variety of actors, some 
politically motivated, some purely criminal. London-
based journalist Paul Mason who has spoken 
critically about pro-Russia disinformation was the 
victim of a hack and leak attack in early 2022, which 
may have been perpetrated by pro-Russian forces 
(Priezkalns, 2022). In Scotland, pro-independence 
online magazine Bella Caledonia announced in mid-
2022 that its site has been subject to denial of service 
(DoS) attacks and announced a fundraising drive to 
cover the costs in moving to a dedicated enhanced 
server (Small 2022). 
 UK government agencies are invested in cyber 
security and resilience: the UK has a National 
Cyber Strategy (Cabinet Office, 2022) and Scotland 
has a Strategic Framework for a Cyber Resilient 
Scotland (Scottish Government, 2021). The UK’s 
National Cyber Strategy recognises the threat that 
cyber attacks can cause to “our critical national 
infrastructure, democratic institutions and media”.

Background: Cyber security, surveillance and journalism
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Relevant laws
 •  Surveillance powers – mainly under the 

Investigatory Powers Act (IPA) 2016 which 
permits the interception of communications 
and devices, and acquisition of bulk data, by 
law enforcement and security and intelligence 
agencies; there are additional safeguards for 
warrants in cases involving journalists’ sources 
(but the IPA does not prevent them from being 
identified outright). NGO Liberty is currently 
challenging the compatibility of the IPA with 
human rights protections, including disputing 
that the IPA sufficiently protects journalists and 
their sources (Goodwin, 2022). There is also the 
Regulation of Investigatory Powers Act (RIPA) 
2000 which regulates access to communications 
data and certain uses of covert surveillance 
and the use of covert human intelligence by UK 
public bodies. RIPA has been used in the past 
to detect journalists’ sources (O’Carroll, 2014). 
Some public bodies in Scotland use RIPA (such 
as the Home Office), but there is also a separate 
piece of legislation, Regulation of Investigatory 
Powers (Scotland) Act 2000 (RIP(S)A) for covert 
surveillance which takes place mainly within 
Scotland.

•  Data protection – the Data Protection Act (DPA) 
2018 is the main piece of legislation governing 
data protection, i.e. the protection of personal 
data in the UK. Journalists’ own personal data 
is protected under this law, which currently 
continues to reflect the EU General Data 
Protection Regulation (GDPR). They must also 
ensure that their own processing of personal data 
is compliant with data protection law. There is, 
however, an exemption for journalism in section 
32 of the DPA for data processing in the context of 
journalistic activities in the public interest where 
compliance with a provision of data protection 
law would be incompatible. The data protection 
regulator, the Information Commissioner’s Office 
(ICO) is currently preparing a Code of Practice for 
Journalism. The UK Government has put forward 
proposals to reform data protection law at the 
time of writing, in the form of the Data Protection 
and Digital Information Bill.

•  Human rights – the Human Rights Act 1998 is UK-
wide legislation which gives effect to rights in the 
European Convention on Human Rights within 
the UK, including the rights to free expression 
and privacy. UK public agencies, including 
law enforcement and intelligence agencies, 
must comply with it. At the time of writing, the 
UK Government has proposed a reform of the 
legislation, in the form of the Human Rights Bill. 

•  National security - the UK’s Official Secrets 
Act 1989 has been used against journalists, 
including its prohibition of the unlawful 

disclosure of information against the two 
investigative journalists in Northern Ireland in 
2018, mentioned above. National security is 
another topic that the UK government plans to 
reform in the form of the National Security Bill, 
with concern raised about the potential impact 
it could have on journalists and their sources 
and whether they would be subject to the same 
treatment as those under investigation for 
espionage offences (Tobitt, 2021). There are also 
concerns regarding the scope of information 
that falls under the Official Secrets Act which 
previously concerned information on security, 
but which has now expanded to include other 
types of information, particularly that which is 
prejudicial to the UK’s safety and interests, which 
has not been clearly defined (Bychawski, 2022).

•  Cyber security – the Network Information and 
Systems (NIS) Regulations 2018 are the UK’s 
implementation of the EU’s NIS Directive, which 
aim to achieve a common high level of cyber 
security across physical and digital critical 
infrastructure in energy, transport, health, water 
and digital infrastructure. Media organisations 
and journalists are not considered critical 
infrastructure so are not subject to these rules.

•  Policing powers – over the last few years Police 
Scotland rolled out Cellebrite ‘cyber kiosks’ 
which allowed officers to search mobile devices 
such as smartphones and look for evidence of 
crime. Police Scotland have claimed the legal 
basis for this was general common law policing 
powers in Scots law. The use of cyber kiosks has 
provoked significant controversy, but we are not 
aware of them being used vis-a-vis journalists.

•  Defamation – defamation law has recently been 
reformed in Scotland, with the Defamation and 
Malicious Publication (Scotland) Act 2021 coming 
into force in August 2022, both codifying Scots 
law of defamation and bringing it into line with 
that of England and Wales. Online intermediaries 
are not liable for defamation for republishing 
statements or providing access to a statement 
e.g. in comments under a news article. 

•  SLAPPs – the UK Government has introduced 
proposals to address SLAPPs against journalists 
in courts in England and Wales, providing an early 
stage means of stymieing such cases. At the 
time of writing, there is no equivalent initiative in 
Scotland.

Various pieces of legislation, 
most of which are UK-wide, 
may apply to cyber security, 
surveillance and journalism  
in the UK. 

Background: Cyber security, surveillance and journalism
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covered, as well as the ease with which journalists 
may be identified, interviewees were given complete 
anonymity, with any possible identifying features in 
the interview removed for analysis and publication. 
 The goal of the interviews was to gauge 
knowledge, awareness, and confidence with cyber 
security, device protection and surveillance powers 
in Scotland. Individuals were asked to discuss their 
own abilities and concerns around communicating 
securely and handling data. They reported the level 
of organisational support received and associated 
education or training. Participants were also asked 
to provide their views on how the surveillance laws 
have impacted upon journalism, as well as their 
views on how to improve the cyber security practices 
of journalists. We based our questions on those 
asked by our Australian colleagues, and adapted 
them for the Scottish context.

The goal of the 
interviews was to 
gauge knowledge, 
awareness, and 
confidence with  
cyber security,  
device protection  
and surveillance 
powers in Scotland.

Methods
 Against this backdrop, and in order to understand 
better the relationship between cyber security, 
surveillance and journalism in Scotland, we present 
the findings of our original research conducted 
by the authors between July and August 2022. 
During this period, we conducted semi-structured  
in-depth interviews with 10 journalists who are based 
in Scotland. Each interview took approximately one 
hour. We interviewed the journalists using different 
online communications platforms. The journalists 
worked in and for a diverse range of media outlets 
in Scotland, in the UK and abroad. Some of the 
journalists were employed by a certain media outlet, 
others were freelance. The journalists also worked 
on a diverse range of topics: some had editorial 
roles, some had investigative roles, others worked 
on politics, current affairs, societal issues and sport. 
Due to the sensitive nature of some of the topics being 

Background: Cyber security, surveillance and journalism
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 Journalists recognised various kinds of cyber 
security and surveillance threats, emanating from 
state agencies (both of the UK and certain other 
countries including China and Russia), companies, 
and individuals. They were simultaneously worried 
about surveillance but also resigned to its existence. 
They were aware of legislation governing surveillance 
and cyber security issues but very few of them had any 
more detailed knowledge of it. Our interviewees also 
showed awareness of cyber security threats, from 
the hacking of their emails to cyber attacks on news 
organisations. A number of interviewees mentioned 
awareness of attacks happening to colleagues or 
other news organisations, such as DDoS attacks. 
They also viewed online harassment as a threat to 

Awareness and Preparedness

One aim of this research was to 
investigate Scottish journalists’ 
awareness and preparedness as 
regards their own cyber security 
and surveillance threats. We did  
not strictly define “cyber 
security” or “surveillance”  
and left it up to interviewees  
to interpret these terms as  
they wished. 

their cyber security and something which could also 
lead to surveillance of their activities on- and offline 
by individuals. Resources were an issue for various 
interviewees and the organisations they worked for 
(whether freelance or as employees) - many did not 
have adequate resources to support journalists’ 
cyber security and source protection, and as a result 
many interviewees had to address this themselves, 
leading to varying outcomes in accordance with 
their own knowledge and skills on cyber security. 
For several, this highlighted the larger problem of a 
general lack of resources in the journalism industry 
in Scotland.

Awareness and Preparedness
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 Journalist D: “Yeah very much they can do 
anything they want as long as they get a judge to 
say it’s okay.”
 Journalist C: “There’s been a few times where, 
not me personally, but I know of well, at least one 
specific story where there was all this stuff about 
the police had accessed some journalists’ phones 
to try and get information on how they were finding 
out stuff and that kind of freaked me out a bit to be 
honest.”
 Some interviewees brought up concerns about 
surveillance by non-UK states. Countries such 
as Russia, China, Saudi Arabia, and Israel were 
mentioned, as well as other members of the Five 
Eyes. In some cases, interviewees were concerned 
about the monitoring of their activities within 
Scotland by foreign states, notably Russia and China.
Another area that was mentioned was corporate 
surveillance or other forms of interference with 
journalism in Scotland:
 Journalist C: “I’m sure in terms of big 
companies, there have been suggestions that they 
hire a private investigators, but who might be using 
less than above board techniques online to try and 
either troll you, find out information about you, find 
out who you’re talking to, that sort of thing.”
 Journalist B: “There’s a lot of PR companies and 
communications who are certainly watching. Even 
you can see sometimes in the past when people 
are looking at your LinkedIn account and stuff like 
that that may be linked to something that you’re 
working on so it does go on.” 
Interviewees expressed differing levels of concern 
about surveillance, and some considered that it 
was not a particular concern for their own activities. 
However, when we asked them further questions, 
we identified types of surveillance – such as from 
corporations, public sector bodies which were not 
the police or security services, and individuals - but 

Interviewees mentioned various 
types of surveillance of which 
they were aware. This included 
surveillance they felt they had 
been under, presumed they had 
been under, or surveillance 
issues of which they had a 
general awareness, including 
state surveillance by UK 
agencies including the security 
services and police.

Surveillance
the interviewees did not necessarily recognise them 
as surveillance, or at least not immediately.
 Interviewees were aware of potential cyber 
security issues such as hacking and other threats:
 Journalist J: “I would say one very basic threat 
would be having my e-mail address hacked, so 
people who probably for malicious reasons want 
to have access to my e-mail address to send 
emails and request something, to trick people into 
accepting things like they would otherwise  
not accept, I think this would be the main risk.”
 Journalist H: “Online abuse can go into other 
things that are more like cyber security threats.  
That could be pranks, DDoS attacks on publications. 
Again, we are seeing that, we have seen that.”
 Although journalists were often aware of the 
occurrence or potential of surveillance, they were 
not always aware or clear of the different types of 
legislation that accompanied or governed such 
surveillance, or cyber security issues:
 Journalist I: “But as far as what the laws are in 
regards to what they can do with journalists, I  
guess maybe my knowledge is sketchier on that 
than it should be.”
 Likewise, even if they themselves were aware 
of or knowledgeable regarding such legislation, 
there was a feeling that this knowledge was not 
widespread amongst the profession:
 Journalist C: “I think my main overall concern 
and my main point is I feel like journalists in general 
are less aware of the risks and the frequency of 
surveillance type activities when law enforcement 
or whoever are allowed to do it. And also there 
is just that general sense of like, oh that doesn’t 
happen in Scotland, so that’s not something we 
need to be worried about.”
 Journalist A: “I suspect that within the [team], 
which is what I’m most aware of, I probably 
know  more about these things than most of my 
colleagues, and that’s with my level of knowledge 
as just expressed to you being fairly low.”
 The idea of surveillance was worrying for 
journalists, but it was difficult to know what 
practically could be done about it. They perceived 
the surveillance as somewhat vague and in the 
background, rather than in the “here and now”, 
which made it seem like something that they could 
not control. Instead, it was something that they had 
to put up with, with a sense of weary resignation 
permeating some of the interviews:
 Journalist A: “I internalised a sense that 
basically anything that we do can be seen and 
scrutinised by the state. Whatever ways that may or 
may not be specifically true, that is roughly the kind 
of the shorthand code for how I might do things.”
 As surveillance was in the background, it 
also meant the journalists were not sure if they 

had actually been subjects of surveillance or not. 
Whilst several interviewees mentioned potential 
surveillance, they were not always aware if they 
had actually been under that surveillance. Perhaps 
due to this uncertain nature of being a surveillance 
subject, surveillance and cyber security were not 
worries at the forefront of journalists’ minds. Yet this 
was also juxtaposed with feelings of outrage over 
surveillance (potentially) taking place:
 Journalist E: “Yes, I am aware, yeah, I think I’ve 
got a fairly good understanding of the laws around 
digital surveillance. Yeah, I do find them rather 
chilling. My problem is I simply would have no idea 
if I’ve ever been subjected to them, clearly that 
would be the point of covert surveillance, wouldn’t 
it?”
 These feelings applied to corporate surveillance 
as well:
 Journalist B: “Oh absolutely, I’ve got concerns. 
I just don’t know what we can do about it. They’ve 
got so much money and power and friends in high 
places in government that I don’t know what we can 
do about it. I think we’re so far down the line now I 
don’t think there’s much sadly that journalists can 
do about it.”
 Surveillance directed at journalists by individuals, 
because it is often coupled with online or physical 
abuse, was often more of a direct concern than 
surveillance by the state or corporations, especially 
in the context of crime reporting:
 Journalist H: “I think the human interaction 
part of this is the most important bit, and if you go 
to the court and you cover a paedophile case, the 
paedophile is not going to like you… is going to 
potentially do something bad to you. I think that 
that’s kind of stuff that, it was a young  re p o r t e r 
sitting opposite me, I’d be warning them about. Not 
Big Brother so much.”
 Surveillance and cyber security risks emanating 
from organised crime, both in Scotland and 
elsewhere, was also mentioned by interviewees. 
 In terms of laws, issues such as defamation were 
seen as much more important than surveillance for 
journalists’ day to day activities: 
 Journalist A: “So defamation laws have a much, 
much bigger daily impact on my life and work than 
surveillance has. Everything I write or publish, I 
have to think about that in the back of my mind… 
It’s much more a part of my daily life than thinking 
about surveillance, which is kind of usually in the 
background.”

Awareness and Preparedness
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 In dealing with issues such as surveillance or 
cyber security, a major point of discussion was the 
lack of resources for both journalists themselves, 
and the news organisations that they work for. 
Resources discussed included time, money, and 
energy (both physical and mental). When it came 
to dealing with cyber security, a number of those 
interviewed stated that they just did not have the 
energy or the time to invest in properly protecting 
their devices:
 Journalist F: “I’m not a tech kid and my 
knowledge is quite limited and so I need step by 
step, do this do this do this, to know exactly how to 
do it. I suppose I could go on YouTube, eh? When I 
have the time.”
 Generally, cyber security was not something 
to be prepared in advance, but rather security 
measures were something to be employed where 
required. Training (where it is provided) is often not 
ongoing unless journalists are employed at larger 
media organisations. For those that did get cyber 
security training, this tended to be within larger 
news organisations, was often quite basic, and 
was mentioned by one interviewee as not being 
tailored to journalism, but rather corporate focused. 
Freelancers were particularly under-resourced as 
often training if it existed in a news organisation was 
only available to employees and not to them.

Social media  
and harassment

Lack of resources and training

  Although harassment occurred vis-a-vis 
journalists before the widespread uptake of social 
media platforms, the advent of social media 
has made this process easier. When we asked 
interviewees about cyber security and surveillance, 
many of them associated online harassment with 
cyber attacks and as something which could lead to 
surveillance, especially by social media users.
 The extent of online harassment was noted 
by every interviewee; indeed, even if they had not 
suffered any abuse or harassment, they were 
still aware of the possibility, or of the colleagues, 
particularly women, that had been through it:
 Journalist J: “I’ve been very lucky. It’s not 
something that’s happened to me a lot. I would say 
maybe one individual from time to time who says 
nasty comments, but to be fair, it hasn’t happened 
in a while, and I tend to just simply block the person. 
I’m not engaging. No time to waste and this is it. So 
I’ve not had the same experience as some female 
colleagues, for example, if you have hundreds and 
hundreds of people just sending horrible things to 
them.”
 Sometimes the harassment was related to 
certain topics. Some of these topics were specific to 
the Scottish context such as Scottish Independence 
and particular issues around football (soccer), 
especially vis-a-vis Glasgow teams Celtic and 
Rangers, underpinned by sectarianism: 
 Journalist I: “You can write an innocuous story 
about a football team and get two weeks of shit 
from strangers. It’s quite unusual for a job to have 
that type of thing, so I think that is an issue.”
 Other topics were shared with other contexts 
beyond Scotland such as societal issues around 
gender and race:
 Journalist J: “I think it’s the time of our history 
we’re in, it’s the culture wars. People are quite 
easily triggered by these things, and they tend to 
jump at your throat at any opportunity… When I 
start writing about sexual violence, misogyny in the 
workplace, et cetera, this is when people - some 
people, not everyone, unfortunately it’s the minority 
on the Internet - but some people tend to be a bit 
aggressive. So it’s always linked to societal topics I 
write about.”

Awareness and Preparedness

“ I think it’s the time of 
our history we’re in, 
it’s the culture wars.” 
– Journalist J

“ I’m not a tech kid  
and my knowledge  
is quite limited and  
so I need step by step, 
do this do this do this, 
to know exactly how 
to do it. I suppose  
I could go on  
YouTube, eh? When  
I have the time.”  
– Journalist F
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 Some of those interviewed mentioned very 
supportive organisations behind them. However, 
for several journalists, among which were both 
freelancers and employees, there was a sense of 
self-reliance, or relying on colleagues, particularly 
for cyber security issues. This was exacerbated for 
those working freelance:
 Journalist C: “I’ve been given cyber security 
training as in for internal company systems like, 
don’t click on this e-mail because it could bring a 
virus to the network. But in terms of what you’re 
talking about, I’ve literally never once received 
any piece of advice from any employer about how 
to protect sensitive documents and information… I 
feel like it’s left to the individual journalist.” 
 Journalist J: “There’s just one organisation I 
often work with where we had compulsory online 
e-mail security, cyber security training to do… 
It was 20 minutes for me that didn’t teach me 
anything. But at least the training was there. That’s 
the exception to the rule. Most of the time I haven’t 
had any training from any organisation I work with.” 
 This lack of training led to journalists typically 
having an as-and-when approach for their cyber 
security preparedness:

 The lack of support and training in areas like 
cyber security and surveillance highlighted a lack of 
resources in the news media industry generally:
 Journalist H: “One of the issues in general in 
our trade is that it has been undergoing a long-
term  decline in its financial stability. That’s the big 
picture here, which you have an industry which still  
employs thousands of people in Scotland and which 
turns over millions and millions of pounds, but it 
has seen its revenues decimated by the transition 
to the internet. Perhaps more readers than ever 
before, but less revenue. One of the things some 
publishers have chosen to cut is training, training 
of all sorts, including critical training on issues like 
cyber security.”
 Within discussions of a lack of resources, the lack 
of support for freelance journalists was highlighted 
as an area of concern. This was noted by both those 
working for a news organisation, and the freelancers 
themselves.

Self-reliance 

General lack of resources and precarity in journalism

 Journalist H: “I literally go to a friend who 
knows about technology and he’s advised me to 
now [implement security measures/tools].  That 
was specifically in my case a response to what 
happened to [another journalist]. Quite often this is 
bad, but it’s reactive.”
 Some of the interviewees discussed how it would 
be helpful to have more, ongoing, training on cyber 
security issues, such as protecting communications, 
securing data, etc., especially from trusted 
organisations such as employers, trade unions (in 
the UK, the National Union of Journalists) and other 
NGOs:
 Journalist D: “I think it’s an ongoing process and 
I think has to be ongoing training because what  
you would have done two years ago you would laugh 
out [loud], you know? WhatsApp I mean I remember 
when we used to think WhatsApp is secure?...  
So, it’s a constant process and that means constant 
training and constant updates and stuff.”
 Journalist J: “I think it should at least be an 
option, and maybe it should give us food for thought 
and maybe tools that we could use, for example, 
to secure communications and secure documents 
etc., because this is definitely something that every 

 Journalist A: “There’s quite an important issue 
of the increasing precarity of journalism. More and 
more people are freelancers, are pitching stories to 
various people, how do you pitch a story outside your 
organisation if it involves quite a lot of trust about 
transfer of information and so on? And that’s quite 
hard if you’re not already working somewhere.”
 As mentioned previously, the lack of supporting 
resources including IT, cyber security and legal 
advice was more problematic for those working 
freelance and those news organisations with 
smaller budgets. The lack of resources can apply 
to simple things such having access and knowing 
how to use IT resources, to more complex areas 
such as legislation surrounding data protection 
or defamation. Sometimes the lack of collegiate 
support was also felt: 
 Journalist F: “You get into this world and part 
of the reason I find it so hard going is ‘cause I’m on 
my own so I’ve got nobody to kind of go, argh! to.  
So sometimes your head just gets quite destroyed 
by it.”

journalist should know about. I’ve never been told 
that. I could probably find this sort of information 
somewhere on a website, on the Internet. But I 
would trust it more if it came from the organisation 
I work with.”
 There is some cyber security support from the 
UK Government but one interviewee noted that 
there could be tension having the government 
providing cyber security for the media from a media 
freedom and democracy perspective, nonetheless 
government support for media organisations as 
businesses would be welcome:
 Journalist I: “I guess the tension there is one 
of the problems... whether there’s any problems 
with the UK State, so taking your cyber security 
from them perhaps gives you a problem. I think we 
would like to be independent and on our own, but I 
certainly think as with any business, it’s  part of the 
government’s remit to be making sure that they’re 
operating in a climate where cyber security was as 
good as it could be, and assessing and in educating 
business on including media and what the risks 
they face are.”

Awareness and Preparedness

“ One of the things 
some publishers  
have chosen to cut  
is training, training 
of all sorts, including 
critical training on 
issues like cyber 
security.” 
– Journalist H
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 Interviewees identified various tactics they use to 
address these threats and risks, including not using 
digital technologies at all in some cases. Journalists 
were concerned about protecting sources and the 
need to provide security for that relationship. The 
theoretical or actual possibility of surveillance 
did not deter journalists from pursuing stories, 
and instead defamation law was viewed as a more 
immediate threat in that regard. Interviewees were 
also very concerned about the impact of online 
harassment on the mental health of journalists, 
and some as a result had strictly limited their 
social media presence, although they also noted 
the disadvantages of that approach for visibility and 
influence. Several interviewees expressed concern 
for the future of journalism and future journalists in 
Scotland due to the lack of resources and support 
in the sectors, the presence of surveillance and the 
effects of online harassment. 

Impact

We also explored potential and 
actual impacts of cyber security 
and surveillance threats to 
journalists in Scotland and what 
they did to mitigate, address or 
counter these threats and risks. 

Impact

 As mentioned, the interviewees often were aware 
of the possibility of surveillance, but were not aware 
if they were actually being surveilled. This led to a 
panoptic-like state where journalists acted as if they 
could be being surveilled electronically, even if they 
were not completely sure they were being actively 
surveilled. Digital tools and precautions were not 
seen ever to be 100% effective against such threats. 
This resignation over the work that journalists 
do being subject to being under surveillance no 
matter what the precautions taken resulted in 
several interviewees citing a preference for physical 
communications and materials rather than digital 
versions, especially with sources. This included 
communications such as phone calls or meeting in 
person, and materials such as documents:
 Journalist C: “To be honest, this is going to 
sound really basic, but a lot of the time I meet people 
in person and they give me physical documents 
because they may be reluctant to hand over stuff 
digitally.”
 There was often a hybrid of physical and digital:
 Journalist D: “I think the Julian Assange 
trial has been a bit of a wake-up call […] Now we 
all  take [precautions] you know, the end-to-end 
encryption... if you’re going to write something down 
write it on a piece of paper... not in an electronic 
form. You know if you want to give information to 
someone try and see them in person.”
 Sometimes the choice of communications 
method depended on the source:
 Journalist C: “So yes, in the sense I use for 
example WhatsApp and Signal to communicate. 

 An area that did worry journalists was the ability 
to protect sources and the need for security in that 
relationship:
 Journalist I: “One of the things that I do say 
to my reporters, as I said, it’s make sure anything 
you’re communicating with sources with or that 
you’re conducting professional relationships have 
been well secured.”

But most of the time if I’m contacting people and if 
I’m having phone calls, most of the time I don’t use 
those apps. Actually I would just phone the person. 
But that’s not necessarily out of choice on cyber 
security, it’s more that these are the platforms 
that people are using now. So it’s the easiest way 
to get in touch with them as opposed to I’m using it 
because I feel like it’s more secure.”
 The preference for physical was also cited as vital 
way of journalists getting to know their interviewees, 
with positive feelings from some about the return to 
in-person meeting post-COVID lockdowns, and was 
perceived as a way that interviewees and sources 
would be more honest:
 Journalist D: “Meeting someone in a bar… you 
know, obviously they’re trying to spin you, but it’s  
better to meet in person a lot of the time just to get 
spun in person and not get spun virtually, if you like, 
because people are likely to be more honest if they 
know there’s no physical record of it, you know?”
 Indeed, physical meetings were sometimes cited 
as better for security in terms of not leaving a paper 
trail, as a way to evade legal controls, surveillance or 
would-be hackers:
 Journalist H: “But even things that we think 
are secure like WhatsApp, ProtonMail and Signal, 
as  we’ve just revealed, can be flawed, and so I 
personally really, really prefer to hear things from 
people in person. The most obvious thing you can 
do to make sure that your devices are safe is not 
use the damn things.”

Preference for physical over digital

Protecting sources

“ The most obvious 
thing you can do to 
make sure that your 
devices are safe is not 
use the damn things.” 
– Journalist J
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Impact

 Throughout all the instances of harassment, 
possible surveillance, and hacking, there was not 
much that would stop a journalist from pursuing 
a story. Indeed, some journalists noted that rather 
than stopping them, the threat of surveillance or 
even violence would be more likely to spur them on 
when pursuing a story:
 Journalist C: “I have never changed a view on 
how to cover a certain story or even covering a story 
based on concerns about surveillance, no, never.”
 Journalist G: “Actually, to be honest, if somebody 
tells me not to do something, I tend to pursue  
it more.”
 However, rather than surveillance, the threat of 
defamation certainly would stop a story – this would 
be due to either the outlet being unwilling to publish 
it, or the journalist themselves having doubts on 
whether to pursue a story:
 Journalist H: “Compared with surveillance 
stuff, that for me in terms of actual deterrence, 
something will stop you writing a story, the 
defamation laws even after the reforms are the  
thing, that’s the thing.”
 Journalist A: “Just in general, it’s worth 
remembering that the UK has one of the worst 
environments in the western world for doing 
journalism, because of surveillance laws and 
defamation laws.”
 Journalist I: “We know that the UK’s libel laws 
are particularly chilling, so the multinational 
companies tend to quite like their chances in the 
UK, ‘cause it’s a lot easier to sue people here than it 
is in other places.”

 Another impact, particularly with regards to 
harassment via social media, is the effect on mental 
health:
 Journalist E: “So, I would say most journalists 
are left with some indelible mark on their psyche  
from being victims of long-running campaigns of 
hate and abuse.”
 Journalist G: “I know colleagues have put 
stories up and then people have found their private  
Facebook and sending them death threats and stuff 
like that. How do you do your job when you’re like 
you’re trying to do the best journalism you can and 
get it right, and then you get people thinking that 
they can just add you to Facebook to threaten your 
wife and kids?”

 Interviewees discussed limiting their social 
media presence, such as locking it down when 
certain stories were released, not responding to 
comments, or keeping it for professional use only. 
Likewise, certain topics were avoided due to the 
potential for harassment:
 Journalist E: “I don’t do football, I hate football 
because again it’s where extremists go to live, and I 
tend to just report on them and not want to be near 
them.”
 Some mentioned having virtually no social media 
presence, however this also had drawbacks in terms 
of less visibility in the profession and public debates 
and activities.

 Stemming from the lack of resources and 
support in Scottish journalism, and the effects 
of harassment, was concern over the future of 
journalism in Scotland. This included the stability 
of news organisations, as well as the declining 
numbers of journalists themselves. A number of 
interviewees spoke about their concern for future 
journalists:
 Journalist B: “I don’t know how you put the 
lid back on the bottle, I think we’re just too far 
down the line. It’s worrying because I’m near the 
end of my career in journalism, but for younger 
journalists it’s probably more of a worry, how much 
surveillance they’re probably under and you just 
don’t know about it.”
 Journalist I: [In regards to journalists 
experiencing abuse on social media] “I think that’s 
a big problem for journalists, and it will continue to 
be especially the duty of care for young reporters in 
here.”

Deterrence 

Effects on  
mental health

Limiting social media Fears for the future

“ I don’t do football, I 
hate football because 
again it’s where 
extremists go to live, 
and I tend to just 
report on them and 
not want to be near 
them.” 
– Journalist E

“ I don’t know how  
you put the lid back 
on the bottle, I think 
we’re just too far 
down  the line. ” 
– Journalist B
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Here we consider some 
comparisons between the 
findings from our interviews 
and analysis compared to our 
colleagues’ study in Australia, 
and trends in the literature 
internationally.

 Most of our findings are in line with the 
international literature on the awareness and impact 
of surveillance in journalism. Some notable features 
or divergences can be found in our sample being 
reasonably well aware of cyber security threats 
as well as surveillance threats, and most if not all 
adopted some kind of tactics and approaches to 
keep themselves safe and secure (albeit with a lot 
of variation in what they actually did). We also saw 
significant concern expressed by the interviewees 
specifically about online harassment of journalists 
in Scotland.
•  A commonality between Scotland and Australia 

is a lack of training and a focus on self-reliance. 
This accords with research done in other 
countries that have found a lack of training for 
journalists in cyber security, with journalists 
often having to rely on colleagues.  

•  Although the move to encryption and more 
secure communication processes was seen 
in both Scotland and Australia, this was more 
pronounced in Australia, due to the increasing 
government surveillance and raids on news 
outlets there. Although the move to secure 
communications has been seen in other 
countries, it is not always preferred, particularly 
if it is not favoured by sources. Indeed, in 
Scotland and other countries, face-to-face is 
often seen as the preferred method of contact, 
due to heightened governmental surveillance, as 
well as the sense that no amount of encryption 
will ever be fully adequate for would-be hackers. 

•  Surveillance has no editorial impacts for either 
Australia or Scotland. Journalists in both 
countries said the threat of surveillance would 
not deter them from pursuing a story, although 
journalists in Australia noted that sources had 
been lost because either they were not able to 
communicate without leaving a digital trace or 
experienced a chilling effect from surveillance 
laws vis-a-vis coming forward in the first place.  

•  Surveillance is seen as part of increased 
government antagonism in Australia, while less 
of a day-to-day concern and is more part of the 
landscape in Scotland. 

•  The attitude to surveillance may vary between the 
UK (including Scotland) and Australia given the 
increased human rights protections in law in the 
UK, and the possibility of bringing human rights 
law challenges to government surveillance, as 
can be seen in the ongoing Liberty litigation. 

•  Defamation seems more of an issue in the UK 
than in other countries including Australia, 
according to the interviewees. Even the recent law 
reform in Scotland was not considered adequate 
to address this issue. Indeed, defamation and 
SLAPPs are prominent in the UK, as part of a rise 
in SLAPPs across Europe (Williams et al. 2020).

•  Harassment also seems more of an issue in 
Scotland. Online harassment of journalists, 
particularly on social media, was mentioned 
frequently by interviewees from Scotland, 
which they associated with cyber security and 
surveillance issues. The harassment and the 
topics they were harassed about (Independence, 
football) were often specific to the Scottish 
context, however other topics such as 
harassment on the basis of race and gender also 
occur often elsewhere. 

Comparison with Australian  
report and international trends

Comparison with Australian report and international trends

A commonality 
between Scotland and 
Australia is a lack of 
training and a focus 
on self-reliance. 

Online harassment 
of journalists, 
particularly on 
social media, was 
mentioned frequently 
by interviewees from 
Scotland, which 
they associated with 
cyber security and 
surveillance issues. 
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Based on our research, findings 
and analysis, we present a 
series of recommendations for 
cyber security, surveillance and 
journalism in Scotland.

providing adequate cyber security training in-house. 
The involvement of government needs to be carefully 
managed – while the government has resources for 
such activities, the independence of the media and 
journalists is of key importance for democracy, so 
any government involvement or provision should not 
jeopardise this. It may be more appropriate for the 
‘business’ aspect of media organisations to receive 
assistance and support from the government, while 
cyber security support for journalistic activities could 
come from trusted sources such as the NUJ.
 2. More legal protection, support and education 
for journalists
There needs to be stronger protections for journalists 
and their sources in the law vis-a-vis surveillance 
in Scotland and the UK overall, including strong 
whistleblower protections for disclosures in the 
public interest. Defamation law in Scotland may 
need to be revisited again to ensure adequate 
protections for journalists operating in the public 
interest. Any reform to data protection and human 
rights law must ensure that media freedom, free 
expression and privacy continue to be protected in 
UK jurisdictions. The Scottish authorities should 
consider investigating SLAPPs in Scotland and 
may wish to consider legal reforms to stymie them 
especially vis-a-vis public interest journalism.
Journalists, especially freelancers, may need 
further legal support and education on matters 
related to surveillance, cyber security and their 
rights. Many were aware that there were laws in this 
area but did not have a good understanding of how 

 1. More ongoing cyber security education and 
support for journalists and media organisations
There needs to be more training and support 
provided for journalists in terms of cyber security 
measures and tools, which recognises the specific 
cyber security risks journalists and the media 
face. This training should be focused on security 
measures for journalists, and the training should be 
tailored for their role specifically, as opposed to the 
more generic corporate cyber security training some 
of our interviewees experienced. This training should 
include using secure communications, contacting 
and liaising with sources.  Considering the significant 
rate at which the cyber security environment 
changes this training needs to be ongoing. Either a 
government initiative (but this has to be careful not 
to impinge on media freedom) or training by a union 
(such as the NUJ) or other trusted body would be 
helpful. If it is only left to news media organisations 
training employees, then this neglects a whole 
swathe of journalists who work freelance as they are 
often limited in terms of resources and not all media 
organisations were viewed by interviewees to be 

the laws worked. Some erroneously thought there 
were strong protections for their sources under the 
current legislation.
 3. More resources and sustainability for the 
(cyber) future of journalism in Scotland
The importance of a free and vibrant press and media 
for democracy and civic activity is of paramount 
importance in Scotland. Various interviewees did 
note that there was a relatively good level of press 
freedom overall in Scotland especially compared to 
other countries, but this could be improved especially 
vis-a-vis defamation. Threats to the journalism 
sector identified in our research include the resource 
challenges, but also concern about the impact of 
cyber attacks, including perceived or actual threats 
from foreign governments and cyber criminals, 
and online harassment of journalists. The Scottish 
Government established a multistakeholder Public 
Interest Journalism Working Group which delivered 
a series of recommendations in 2021, including for 
the establishment of a new independent body, the 
Scottish Public Interest Journalism Institute (SPIJI) 
(Public Interest Journalism Working Group, 2021). 
If such a body is set up, it should take account of 
ensuring resources and sustainability vis-a-vis 
enhancing the cyber security of journalists and 
journalism in Scotland, perhaps in collaboration 
with cyber security-specific bodies such as the 
CyberScotland Partnership. Support may need to 
be prioritised for smaller media organisations and 
freelancers who may lack sufficient resources and 
knowledge.

Recommendations

Recommendations
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In this report we have presented 
the background to, and findings 
from, our research interviewing 
10 Scottish-based journalists 
during July and August 2022. 

 We have set out the international context on 
cyber security, surveillance and journalism before 
presenting our findings on Scottish journalists’ 
awareness and preparedness as regards their 
own cyber security and surveillance threats, and 
the impact of these threats and risks on their 
conduct. We have compared these findings with our 
sibling research on journalism in Australia, noting 
similarities and differences, and compared with the 
international context too. On the basis of our research, 
we have set out three broad recommendations for 
an improved relationship between cyber security and 
journalism in Scotland. 
 Our research is limited to a sample of 10 
journalists at a particular moment in time. Further 
research could be conducted both inside the UK 
(comparisons with England, Wales, Northern 
Ireland), as well as in countries outside the UK, 
to see how they compare in terms of surveillance, 
cyber security, etc. It would be interesting to find out 
the differences journalists face in terms of online 

harassment and defamation threats, given the 
climate for this in the UK, and the different socio-
political contexts in different nations and regions 
of the UK. The research in Scotland and Australia 
have already provided some interesting comparisons 
– particularly with the focus on anti-encryption 
legislation in Australia, online harassment and 
defamation threats in Scotland and the UK. Although 
there are many similarities, there are different focal 
points for what journalists perceive as threats to 
their work on a day-to-day basis. 
 Training for cyber security threats, etc. are 
varied and somewhat lacking in both Scotland and 
Australia, with journalists in both countries having 
to rely on educating themselves. This is something 
that is echoed in other work (e.g. Bradshaw, 2017; 
Henrichsen, 2020). Further work could be done to 
find out if this is felt in other countries, as well as 
advocating for more robust training and support 
where needed.

Conclusion and further research

Conclusion and further research
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